RailTel Corporation of India Ltd

(A Government of India Enterprise)
Plot No 143, Sector 44,
[nstitutional Area,
Opposite to Gold Souk,
Gurgaon,Haryana 122003
Work: 01244236083
Fax: 01244236084,

Website: www.railtelindia.com

Ref: RailTel/Tender/OT/CO/DNM/2015-1 6/URL-FILTERING/299
Dt. 26.09.2015

Corrigendum-]

Subject: - Tender for “Supply and Installation of URL-filtering Appliance”.

Ref: i) This office E tender No: RailTel/Tender/OT/CO/DNM/2015-16/URL-F ILTERING/299 Dt.
28.08.2015.

In reference to the above referred, the following amendments are issued in the Tender
document. The bids may be submitted in consideration of these amendments.

1. Chapter 3, Clause 5.1.1 may be read as
Device should be deployed in High Availability mode (1+1)
2. Chapter 3, Clause 3.4 Network Architecture and Requirement may be read as

Device should be deployed in offline mode [TAP Mode] and should be able to block URL
in offline mode [TAP Mode] by sending TCP-RESET to Source and destination IP.

3. Chapter 3, Clause 4.1 may be read as

The system shall comply with the provision of Cyber laws w.r.t. content/web filtering.

The system shall also comply with the provisions of the Information Technology (IT) Act
2000, as amended from time to time. Latest IT ACT to be followed and same can be
referred/download from DoT and DeitY site.
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Chapter 3, Clause 5.1.6 is added

URL filtering device should maintain access and denied logs for at least 60 days based on
URL and should be able to export to external Syslog Server.

Chapter 3, Clause 5.1.7 is added

URL filtering device should have functionality to integrate with any NMS software for
device utilization monitoring.

Chapter 3, Clause 5.1.8 is added
Ability to block HTTPS traffic in sniff mode.
Chapter 3, Clause 5.1.9 is added

Ability to produce a block page for both SSL and HTTP traffic in sniff mode.
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A Sablania
(Group General Manager/DNM)
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Consolidated Quires for URL Filtering Tender No 299

Tender No, xuqu\ﬂasanl@.zﬁcaZgonLaEﬂﬂ\EﬂHEZO\NW@
Tender Name Rate Contract for supply , instaliation and commissioning of URL-fitering System

Clause do Vendor/SOEM Clarification
Name

Justification by Firm Ralitet Response

torict Gateway Please suggest whether you are plasming to deploy these solutions in standaione
mode or

in high availability at esch location

Mis

maky kindly refer corrigendun -1

Gateway solution would not work in offline mode hence reguest you to change

nuky kindly refer corrigendur -1
it to Standlalone/ T Bridge mode

M1 Saphos maky kindly refer corrigenduss -|

Please suggpest how to coinsider the chanpes which are going 1o amended in futurd

How the traffic would be routed to web appliance Tender document is very lear

Please confirm how many fotal user license is required.

Please suggest if you are planning to connect Web appliance with SFP ports ender document is very loar
if not request you to please remove this requirement.

aky ki cfer corri dum -1
Please share the IT Act 2000 or high level spectic maky kindly refor corrigendum
requirement wrt to URL filtering

1 believe the list of urls having these kind of objectionable, obsc
unauthorized contents will come from DOT. URL Sltering appliance need to
Fortingt block the urls based on DOT guideline and list of URLs provided by DOT. Tender document is very chear
Infringment, copyright, intelfectual property etc. should not be a part of URL

filtering solution. URL filtering solution shoutd be block / allow the urls basal
try. oun DOT URLs,

Clase 4102 mit. [ would request to mention
ause & {7

Teader Condition is very Clear

] Incase e vendor is proposing fixed chassis hardware appliance and it can't
; scale from 2Gbps to 10Gbps. Then will it be OK to cosider the box of 5Ghps

throughput at initial and then latter we can deploy additional applinnce of same | Fender Co
model ta achieve 10Gbps of throughput,
This is 1o avoid sizing of 10Ghps appliance from day one.

s very Clear

the total bandwi

0 be considered
Nusweeper

Tender ©
bandwidth per location redirocted ender Lon

Netsweeper ou be forwarding only all outbound traffic or only

Tenuder Conclition is very Clear
HTTP/HTTPS requests towards Netsweeper

servers?

Netsweeper WM,EGM. any segregation between Management and Data Tender Condition is very Clear
semme
Do you have any specific template or format to be used

Nasweeper for ted] sotution proposal or

Use your own
own?

Do we need to provide the costing for only software
Ntsweeper

Propose software/appliance bases solution

Network TAP will be provided by RailTel

(st howe 10 comsiderthe changes Tender Condition is very Clear
are gaing to amended in fiture in IT act.

use we understand that offered solation is
ercept, decrypt haps wathic for URL

for HTTPS traffic symmerric routing is require Tonder Condition is vexy Cleas
1 SSL handshake and decryps the raffc, do
ymmetric routing available or can be made

Kindly suppest

1o block s basad URLs

Bluero

eod 2Gbps outbound traffic handling

3 Tender Condition is very Clear w/
lity. Kindly clarify.

phput Capacity of o than 2 Gbps per server




As per salution requirement, only Hip get requests

Bluccost ud traffic is not required to be monitored. So

“Tender Condition is very Clear
ced 2Gbps outbound raffic handling

HTTP Gitering throughpwt - minimum 2 Gbps anif scalable up

Hitp rogquest por second - mintmni 50k por soe

Please sugpest the scalability

very Clear

, N s very Cloar
Please confirm bow many total aser license is roquired e

Da we nead Reporting and logging capabiliti

Bluceoat ho tried to access what, when, 1P maky kindly refor corripendum -1
Kindly suggest.
¢ integrated 1E] NM
Blutcoat equirestto b integrated 1o any SIEM or NMS or maky kindly refer corrigendum -1
reporting tool? Kindly sugpest. M

Netsoft Ability 1o block HTTPS traffic in suiff mode

maky kindly refer corrigendum -1
Ability to produce a block page for both SSL and HTTP waffic in sniff mode maky kindly refer corrigendum -1

S Allow policies 10 be assigned according to VLAN tags in saiff mode Tender Condition is very Clear
o Allow for Username resolution by connecting Directory Service like Active e .
Netsoft Dirctory it eniff medds Tender Condition is very Clear
Netsoll The Purposed sofution should be a purpose built stand alorie web filtering

Tender Cond is very Clear

S solution and should not be a UTM/Firewall based web filtering solution




