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RAILTEL

RAILTEL CORPORATION OF INDIA LIMITED
(A Govt. of India Undertaking)

Expression of Interest for Selection of Partner
from Authorized LSP of Microsoft

For

“ Provisioning of Microsoft Azure Cloud Services”

EOI No: RailTel/EO1 /CO/EB/2025-26/Microsoft Azure Cloud Services/01 dated 14-October-

2025
b
///2/’ i d\J/ B
Aem N ) i OV "
e U’% A RN
t)*V;i\\poﬂ



RailTel/EOI/CO/EB/2025-26/Microsoft Azure Cloud Services/01

-.-.__'?_——_l———-———l

EOI NOTICE

Plate-A, 6th Floor, Office Tower-2, NBCC Building, East Kidwai Nagar, New Delhi-110023

Lale

EOI Notice No: RailTel/EQL/CO/EB/2025-26/M Azure Cloud Services/01 dated

RailTel Corporation of India L |
Authorized LSP of Microsoft
teaming arrangement for “Pro

E(’)Is

(To be submitted via online ba_n::l;é..
transfer only).” " '

RailTel Bank Detaﬂﬁ?s’

‘Union Bank of India, Account No.

340601010050446, IFSC Code -
UBIN0534064.

Partnir tieeds to share the online payment
transfer details like UTR No. date and
. Bank .:along--ayith the proposa

Note: - :
1. Empaneled partners are required to submit a soft copy of the technical packet
through an e-mail at eoi.ebco@railtelindia.com duly signed by Authorized
Signatories with Company seal and stamp.
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2. The EOI response is invited from eligible authorized Microsoft Azure LSP.

3. All the documents must be submitted with proper indexing and page no.

business associateé of RailTel for particip.
selected partner’s authorized signatory has
submit directly or indirectly theirbids and tec]

n once selected
submission of”
7 has to be given

gement (before and
RailTel). This undert

Transfer and Sub-letti he Business Ass¢

sell, assign, or sublet o ise dispose of th
- well as to give or to let a thi ake benefi
or any part thereof.
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Chapter-1

About RailTel

RailTel, a "Navratna" Centra
neutral telecom infrastruc
OFC network covers important fs

ublic Sector Enterprise
viders in the country
yns & cities of the co

and one of the largest
optic fiber network. The

oduce new wo
ust security featur,
ected against thre
ally increase

ends to migrate existing ani
costs, scalability& reliability
that data and applications &
tive technologies, which
wide range of workloads, includ
iding RailTel customers wi exibility to m
ind Microsoft have entered a f
tion within Indian Railway

ciency and ei

Server, and opt
d modernize various
ear strategic pa hip aimed at driving A

nce (CoE) by RailTel v
tion capabilities, and ¢
ills Initiative and E;
~generation technol

ise Skilling Initiative will
fostering digital proficie

workforg .
This allian odernizing India's rai
computing, ons, aiming to improve decigion-making, enhans
efficiency, and cre Al 'solutions for nationwide :
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Chapter-2
Bidder Scope of Work
3 Managed Services
The Bidder shall have to/perform the Azure CI as per the scope of

work given below for 3 from the date of e

tenure of services shall alsq
pu@ase order by the end ct

ements Analysis
- e Collaborate with ste
requirements.
Identify the specific
Liaison with CSP fo
Consider security,
e  All the above servi¢
ervice Selection

 services needed
equirement as p '
ance, and perfo
e at 1o extra co

cloud servi it the CSP (Micros ¢) based on organizational

based on departm uirements. Get CSP’s r

done ices. ;
2.  the department and g
3. ion and configurationof’

inding zone and ¢loud

resources and se al and marketplace.

iment available on CSP’s F

4, Installation & config -' ftware viz. Operating Sy , Database, Design &
configuration of Network and Secur

5: Carry out hardening of all infrastructure inlding VM, Operating System, Database,
network, and securitysappliances as per RAILTEI. Security, Policy before putting for actual usage.
6. Configure all or

7 Any additio atebasis

8. RAILTEL rese o bring i - systetii Softwarélike operating
system and database. T " s the /il for managed

services of the respec i
it 4 "ﬂ’{ﬁ- 1':

9. RAILTEL can procure additional licenses which includes SaaS services procured as part of
contract , at the

licenses on need

he number of
10. Autom
provisioning an

11. i ' L pe of work
given below, but not limited to:

. Utilize orchestration tools to streamline and automate complex workflows.

z i %
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. Bidder should develop reusable scripts to automate the process of infrastructure (like
virtual machine, storage, and network etc.) deployment and subsequent configuration for
various use cases at no additional cost to RAILTEL.

. Bidder shall establish an enterpris o zone for connectivity between
Railtel DC and Azure;and setup necessary n
ing using native tools

The Bidder must pr¢
vels, application perfo tilization for serve .
> capable of providing th tilization of servers and shall be able to genera
hich the payments will be ms

overy Conﬂgura ion and execution of Backup as pe
oration of backups n.._; fegular interval and/or as requ

iy

as approv

. Develop and test ¢
failures and conduct DR Dr

. Execute Disaster Recovery in case of any events as per RAILTEL BCP and DR
Guidelines after necessary approval from RAILTE

1.4 Documentaiﬁon

. Maintain comprehensive documentation for all provisioned resources and

ions, L7
configurations l .J%' i

A/
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. Document procedures for resource scaling, updates, and troubleshooting.

. Collaboration and Communication Collaborate with cross-functional teams, including
developers, operations, and security teams.

. Communicate effectively with s

changes, updates, and
incidents. :

. Upgrades An requi ed version / softwary
etc. provided by the Biddefi/l@SP will be manage
at xtra cost to RAILTEIZ

h management

et any security requirements applicable to Cf
or any standarg y setup / recognized by
to the CSP/Service Providers by MeitY as a ma
ATLTEL. f

ed (or to be published)
from time to time and

eet all the security irements, as applicable to
2000 and its sub t amendments, and as noti
o time the terms ¢ nditions of the Empanelme
1 comply to the audif Criteria defined by STQC.

1l'comply with all Gove
[Data Protection Bill 2022

ht of India regulations li
as applicable from time to time.

and responsible for anylapses in the deliverables by CSP

per the defined SLA.

1.6 Training and Knowledge Transfer Provide training tc the internal team on cloud services and best
practices.

» Facilitate kno
resources effectively.

fficiency.

. Stay updated on the latest cloud technologies éﬁd best practices.

1.8 MIS Repo

. Bidder
shall workout t
contract. The fo
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Weekly Reports
. Summary of systems rebooted.

Summary of issues / complaints logged

s undertaken for the

. Any securi dents and associated
remediation. :

Quarterly Reports

L nsolidated component-wise
availabi nd resource utilization.

. Collabo th stakeho ) un¢ ISt

. Design a comprehensive security archite

organizational needs.

. Evolve security strategies based on emerging threats and changing business requirements.
. Define security policies, procedures, and standards as per RAILTEL guidelines/policies.

P
N/
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. Bidder shall also be able to meet any new security requirements as specified by RAILTEL
auditor during the period of the contract.
. The CSP/BIDDER undertakes to treat information passed on to them under this Agreement as

classified. Such Information will not be communicated/ publ;shedfadvemsed by the CSP/BIDDER to
any person/organization without the express perm .
. The location of the data ( text, audio, video, or d-software (including machine

images), that are provided to SP for processing, stor AILTEL or any end user

conditions presc:
ervices offerings s
5f the Provisional
d when publish:
thave the option t

the terms and conditio
r STQC/MeitY guidelin
Y guidelines, RAILTEL

e Audit, Access and Rep
Empanelment of the Clou
IDDER/CSP should provi
Provision should be made

[services for inv
act period.

Provider Security Fea
Age built-in native s
ure network securit

cloud service provider (CSF
lencryption settings.

Is provided by the CSP.
res such as what request was
ed, who made the request,

s, access control

the request was gel

Ir y monitoring setu

ure proper authentica A avitharizd tio;\lgé%"‘%'
ilege for users and se

ems if applicable.

. Impl ' t
. Integrate

1.12 Data Encryption j

. Implement encryption for data at
by the department).

Utilize the encryption capabilities of the cloud provider.

encryption keys securely.

transit, and during processing (if specifically asked

systems.
Implcment Vit
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1.15 Security Monitoring and Incident Response

. The scope of BIDDER services shall include the following broad areas using Microsoft’s
Sentinel (SIEM, SOAR, UEBA) and Microsoft Defender for Cloud Defender for Servers (Cloud
Security Posture Management and Cloud Workloz

Incident Triage, Analysié,

Response

Real-Time Alert Monitoring an

potential
real-tin

Recei
security incic
| parties./flhese

idents. This includes id
as the origin, extent, and

state that s .

revent future incidentg‘”

ation gathering, information
fication in support of an
ongoing incident. Directing and/or coordinating
response in partnership with constituents,
incident response stakeholders and third
‘parties/external agencies.

Performing infg
distribution, an

Forensic Artefact A}}Plysns Examining media samples and digital artefacts

es, files, memory) to draw detailed

and ﬁltermg information for further

3 the SOC and its constituency
ol ﬂ%

_ aclwé«dperatlons t&)ﬁdenufy

side the scope
i VI)Otheses

Threat Hunting

i h

constituency. This includes developing and
refining custom analytic capabilities.
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Sensor and Analytics Tuning

Performing curation, tuning and optimization of

detections, analytics, signatures, correlation
rules, and response rules deployed on SOC
detection and analytics systems, such as EDR,

Expanded SOC Operations

Attack Si jﬁiation and Assessm

scurity Exercises

d simulations and exerci
al severity incidents.

d curating knowledge of
4 ssets networks, and serv

stituency assetxs"'f.or
including patch level and

Interrogation o
vulnerability stat

configuration, for pur oses of calculating
security risk and compliance status.

Recommendation for Vulnerability Patching
and Mitigation

1.17 Security Compllance and Auditing

requirements and industry standards.

Use cloud native security solution to Ensure compliance with relevant regulatory

Generate and retain audit logs for compliance tl.i)-ses.
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. Application and Database Log Management and Analysis.
. Support the third-party auditor / program management team / internal I'T team with respect to
third party audits and other requirements such as forensic investigations, SLA validation.

1.18 Cloud Security Best Practices

. Stay current with cloud sccunty best practlc _

. Implement security controls such as secure confi; ictor authentication (MFA),
and secure APIs. T f i

. Regularly review and updatesecurity policies and 'y

1.19 Thre 'i Intelllgence Integrati

cloud native security solu

) to Integrate about

security monitoring a
ommunities and infor

nse actions.
trate security processes {0 stt€amline incident
i i 0ls and playbooks.

ement (CSPM)

tions to monitor ntrol the use of cloud servic

. e cloud.
° nd potential risks.
1.22 Bac ;
. overy strategies for Sgclrity configuratior
e Ensure the abi ntrols and configuratiofi§ in case of incidents.
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Chapter-3

PRE-QUALIFICATION CRITERIA:

RAILTEL would like to quallfy vendors for un: ¢ work as indicated in the brief
scope. The detailed bid qualif; auon criteria for short i % 1 be as follows:

1. Technical Criteria: Wik, L ‘

e Bidder should be —
ncorporated under the Ing
' Companies Act, 2013 or a
previous company law as |
(20) of the Indian Compar
Partnerships Firm register,
Limited Liability Partne:
Partnership Act
.| AND
b) Registered with the I
TAN/PAN) and GST (¢
uthorities in India w

linancial Statements or statutc

rtificate or certificate from
ecretary of Bidder specifyi
h for the specified year.

years, reckoned frot
original bid submissio
Bidder should have complet ed Copy of Work Order along with
progress at least three work order with | completion certificate.

Cr or more for Central g
' SU ;'Enterprlse in last

expcrlcnce in cloud managét 1
migration (in active employment)

6 The BIDD]E;B should hg o
sucdbss‘fully"f” _clwered"

lm’ﬁ’ﬁfrom a'bubhcly verifable
(source such as newspaper
article/website/app downloads etc.) CA
certificate confirming the billing value
| every year from the project.

¢ A

have a minimum hlllmg val
per year and the project should be
running for at least a period of 12
Months in last 3 years.
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Submission of undertaking that the firm | Self-attested Undertaking
or any of the firm’s partner has not been
blacklisted by any Indian State/Central
Governments Dept. / Public Sector
Undertaking of India.

Authorization
' ejjénent confirmation

authorization
.uthorization
Empanelled

Bidder to providgOF
letter/ Manufactur
Certificate from the
OEM quoting this EOI
ml‘mber date and due d
‘along with the bid

| The bidder must have an’

with their CSP for at least
date of bid submission w
relationship with Micros

opy of Certificate of Incorp
Certified copy of Partners
Deed Letter from Statutory A
/ Certificate from Chartered

ountant on their letterhea
entioning the annual
senue/Balance sheet on C

Provider (CS
offering cloud servic
least last 3 financ
annual turnover o
least Rs. 500 crore
submission for the!
ng 3 financial years.

ovider (CSP) B
the Ministry N
mation and | Undertaking on CSP letterhead

confirming the clause

India for offermg'
distance >100kms

ISO/IEC 27002 for privacy infonnalion
management — Requirements and
guidelines

S
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ISO 27017
ISO 27018

- ISO 20000-1
ISO 9001

. SOC 1,2 and 3 Certificate;
Report

Submission of:
Being blackliste

e bid.

r pre-qualificationc fteria and the technical req

hnical qualified t
2 parts (i.e., Par

price bids of the lers will be opened and eval

s EOL

vices for all present’ ture services which is not
not require them butimay be useful to use in future
during entire contr
5.on opening date of

be used as |
the custome T
On-Demand On-Site
The quoted amo

Total Quoted Amount = (

The bid evaluation and award of the job e done on an Overall highest discount
percentage on SOR-A and Lowest cost quoted in SOR-B
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CHAPTER-4

SCHEDULE OF REQUIREMENT (SOR-A)

Jescription L

Total disco oy taxes |

ered (in percentage) on laaS, PaaS, SaaS and P
| Discount mentia will be applicable for enti

e bidder (if applicab

3) Rates for Reserved. plicable as per CSP poh €5, ;_-.’ ate for Reserved Instance
(RD) will be paid on actu :
1 of discovery and procurement of Azure services by
Ra:Tel for pitching up its busmess (pro omers) Percentage mentioned will be considered

during the commercial evaluation for discovery of the "L1 Bidder"

necessary document i.e. invoi
h dunesftaxes w111 be deducted

5.) If Supplier fails to
the amount pertaining to

6.) User manual, i
by the bidder.

etc, in respect of duties/taxes convertible
i the payment due to the ﬁrm
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& Management a
iment based on
1 pe of Work
e - Nos.1 per |
2 o
ofessional Services: Any adc
3 ot in scope of work

Amo I
Taxes - GST ¢

3) Bidder have
contract period, in
4) Professional Services - .
Scope of Work under Sectio
the discretion of RAILTEL team.
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Chapter-5

Terms Of Payment
1. PAYMENT TERMS

The Company, in consideratign of the successful bid 18 ¢ d executing the said work to
‘ i schedule of rates,

the satisfaction of the compat

subject to deductions, retentions

provisions of this agreement. The
K

batements, if any to
wing shall be the payr

te of operational
for any activity

wo consecutive monthly d
sons will be deemed to be

ly as per the SL er to the related clat

payments due successful bidder.
ving payment from Custom

by customer for the portion

on to LSP.

SP will be made a

cannot be sub-cont:
nsible for delay in p

conditions.
es / HSN/SAC) after plabement of PO.

at EKN, New Delhi t gh NEFT. The invoice
L Lid.

END of EOI Docmh@ﬁ;
: sk o ol o e ke ofs ol Al ol e ok ok & ;
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